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eSafety Policy 
Introduction 

Immanuel School endeavours to ensure the eSafety of both pupils and staff. We 

believe it is important to recognise both the benefits and dangers of technology, seeking to use it 

wisely and in a way that honours God. Part of our mandate as a school is to ‘prepare, disciple and 

educate young people’ to ensure they can deal with ‘the opportunities and challenges of a changing 

world’ and, increasingly, this includes teaching and training pupils how to use the Internet and related 

technologies safely, wisely and productively. 

Development/monitoring/review of the Policy 

This eSafety policy has been developed by a working group made up of: 

• Immanuel School Principal  

• School Management Team 

• School Leadership Team 

• Safeguarding Lead / Trustee with specific oversight for Immanuel School 

• School teaching staff 

• I.T specialist/ technical staff (Alex Agrenich). 

It now incorporates all Filtering & Monitoring (FAM) requirements, which will help the school 

monitor the impact of the policy, along with the above groups.   

 

Scope of the Policy 

This policy applies to all members of the school community (including staff, pupils, volunteers, 

parents/carers and visitors)  who have access to and are users of school ICT systems. 

The Education and Inspections Act 2006 empowers Principals to such extent as is reasonable, to 

regulate the behaviour of pupils when they are off the school site and empowers members of staff to 

impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-

bullying, or other eSafety incidents covered by this policy, which may take place outside of the school, 

but is linked to membership of the school.  The school will deal with such incidents within this policy, 

associated behaviour and anti-bullying policies and will, where known, inform parents/carers of 

incidents of inappropriate eSafety behaviour that take place out of school.  
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Roles and Responsibilities 

The following section outlines the eSafety roles and responsibilities of individuals and groups within 

the school:  

Trustees/Management:  

These are responsible for the approval of the eSafety policy and for overseeing the review of its 

effectiveness. FAM procedures, FAM reports and incidents and curriculum issues will be taken into 

account. 

 

Principal & Safeguarding Lead (DSL) 

The Principal has a duty of care for ensuring the safety (including eSafety) of all members of the school 

community, working in conjunction with the Safeguarding Lead, who is responsible specifically for 

FAM. The Principal and Safeguarding Lead should be aware of the procedures to be followed in the 

event of a serious eSafety allegation being made against a member of staff (see appendix 3).  The 

Principal and Safeguarding Lead should ensure they have received suitable training to enable them to 

carry out their eSafety roles and to train other colleagues, as appropriate (see TES Develop modules 

‘Online Safety’, ‘Cyber Security’ and ‘Artificial Intelligence & Safeguarding: Understanding The Impact 

On Children).  The DSL also completed training delivered by the ISA, in March 2025 entitled ‘Leading An 

A.I Confident School. 

The Principal will include a summary and review of eSafety in the termly report to the Trustees/ 

Management, including FAM. 

 

ESafety Coordination (Principal and Safeguarding Lead):  

Working in tandem, the Principal and Safeguarding Lead will take day to day responsibility for eSafety 

issues (working with specifically designated staff – see Appendix 6) and will take the leading role in 

establishing and reviewing the school eSafety policies/documents. As part of this role, they will ensure 

that all staff are aware of the procedures that need to be followed in the event of an eSafety incident 

taking place. They will provide an appropriate level of training and advice for staff (through both in-

house sessions and TES Develop). The role also involves liaison with Safeguarding Partners, including 

the Prevent & Hate Crime Coordinator, where relevant, as well as with school technical staff.  

The Principal will monitor use of school email addresses on a regular basis and, along with 

Safeguarding Lead and technical staff, will receive daily reports the FAM system. This will be used to 

create a log of incidents to inform future eSafety developments. Any sanctions will be imposed by a 

member of the school leadership team or the Principal (see appendix 2). They will consult with pupils, 
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parents and staff where appropriate and they will map and review the eSafety curriculum provision – 

ensuring relevance, breadth and progression.   

 

Teaching Staff: 

Staff are responsible for ensuring that they have an up to date awareness of eSafety matters and of the 

school’s current eSafety policy and practices, including FAM, and they will read this policy every 

academic year to ensure they are up to date. They will receive annual eSafety training in-house and via 

our online training provider – TES Develop – for example ‘Online Safety,’ ‘Cyber Security’ and ‘Artificial 

Intelligence & Safeguarding: Understanding The Impact On Children’ and sign the Staff Acceptable Use 

Agreement (AUA) (Appendix 4) - a signed copy of which will be kept in school records.  

Although FAM procedures are in place, staff are aware that they must report, in writing, any suspected 

misuse or problem to the Principal or Safeguarding Lead for investigation, action and sanction. All 

digital communications with pupils, parents and carers should be on a professional level and only 

carried out using official school systems and procedures. They need to ensure that eSafety issues are 

embedded in all aspects of the curriculum and other activities, and that pupils understand and follow 

their eSafety contracts. They need to ensure that pupils have a good understanding of research skills 

and the need to avoid plagiarism and uphold copyright regulations. They also need to ensure they 

monitor the use of digital technologies, mobile devices, cameras etc in lessons and other school 

activities (where allowed) and implement current policies with regard to these devices. In lessons 

where Internet use is pre-planned, pupils should be guided to sites checked as suitable for their use.  

In addition, all staff will be expected to do the following: 

• Use the Internet and communications technologies wisely and in an appropriate manner – 

including Microsoft Teams. 

• Not use computers which are accessible to pupils for personal use – emails, shopping, social 

networking sites etc. 

• Not download programmes onto computers without checking with a member of the leadership 

team. 

• Ensure that all computer screens are easily visible when pupils are using them. 

• Report any personal eSafety concerns to the Principal or Safeguarding Lead, as appropriate. 

• Know and reinforce eSafety practices with the pupils wherever possible. 

• Offer pupils advice and support in the classroom where minor eSafety issues have occurred. 

• Report more serious student eSafety concerns to the Principal or Safeguarding Lead as 

appropriate – although the FAM system will highlight anything that may be missed by staff at 

the time). 
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Pupils: 

Pupils are responsible for using the school’s digital technology systems in accordance with their AUA 

(Appendix 5). They are expected to have a good understanding of research skills and the need to avoid 

plagiarism and uphold copyright regulations. They need to understand the importance of reporting 

abuse, misuse or access to inappropriate materials and know how to do so and will be expected to 

know and understand school policy on the use of images and on cyber-bullying. They should also 

understand the importance of adopting good eSafety practice when using digital technologies out of 

school and realise that the school’s eSafety policy covers their actions out of school, if related to their 

membership of the school. All pupils will be expected to do the following: 

• Hand in mobile phones to Form Tutors for the duration of the school day. 

• Pay careful attention to eSafety advice. 

• Only use the computers/Internet with staff permission. 

• Only log on with their own personal passwords. 

• Not share personal passwords with anyone. 

• Not go on to unsuitable sites, nor access chatrooms, send or receive emails (with the exception 

of School emails). 

• Remember that Internet history and usage is filtered and monitored – of which they are 

informed. 

• Report any eSafety concerns to staff immediately when they occur. 

• Not delete inappropriate messages or images from technology until they have been seen by a 

teacher. 

• Sign and outwork their eSafety agreements. 

• Use only their school email addresses to send work/information into and out from school 

computers. 

• Use Microsoft teams as directed, on which the messaging facility has been disabled. 

• Not use Generative AI sites, unless authorised to do so – see the A.I section of this policy. 

 

Parents/Carers:  

Parents and carers play a crucial role in ensuring that their children understand the need to use the 

Internet / mobile devices in an appropriate way. The school will take every opportunity to help parents 

understand these issues through parents’ evenings, informative emails, the school social media 

platforms and information about national/local eSafety campaigns and literature.   
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Educating in eSafety 

Pupils: 

Whilst regulation and technical solutions are very important, our goal is to educate and train pupils to 

take a responsible approach, recognising and avoiding eSafety risks. The education of pupils in eSafety 

is therefore an essential part of the school’s provision and staff should reinforce eSafety messages.  

The school’s eSafety curriculum is relevant to the needs of pupils and provides progression; it will be 

provided in the following ways: 

• eSafety is provided as part of Computing, Focus lessons and assemblies and all pupils 

participate in the annual national Safer Internet Day. In February 2025, their focus was ‘Too 

Good To Be True? Protecting Yourself And Others From Scams Online’ and in 2026, their focus is 

‘Smart Tech, Safe Choices – Exploring The Safe & Responsible Use Of A.I’  

• Pupils should be taught in all lessons to be critically aware of the materials/content they access 

on-line and be guided to validate the accuracy of information. 

• Pupils will be taught to acknowledge the source of information used and to respect copyright 

when using material accessed on the Internet. 

• Pupils will be supported in building resilience to radicalisation by providing a safe environment 

for debating controversial issues and helping them to understand how they can influence and 

participate in decision-making. (NB. Immanuel School is aware of the additional duties for 

schools under the Counter Terrorism and Securities Act 2015 which requires schools to ensure 

that children are safe from terrorist and extremist material on the Internet. See Preventing 

Radicalisation and Extremism Policy). 

• Pupils should be helped to understand the need for the student AUA and encouraged to adopt 

safe and responsible use both within and outside school. 

• Where pupils are allowed to freely search the Internet, staff will be vigilant in monitoring the 

content of the websites the pupils visit.  

• It is accepted that, from time to time, for good educational reasons, pupils may need to 

research topics (eg racism, drugs, discrimination) that would normally result in Internet 

searches being blocked. In such a situation, staff (under guidance from the Safeguarding Lead/ 

Leadership Team) can temporarily remove those sites from the filtered list for the period of 

study. Any request to do so, should be justified with clear reasons. 

• Pupils will be given training to ensure that they know how to mitigate against eSafety risks by 

using safe practices whilst online. 

• Education and training will be provided by the school to ensure that pupils know when, how 

and to whom to report instances when their eSafety may have been compromised. 
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• Education and training will seek to reassure pupils that they are in an environment that 

encourages them to report eSafety issues without risk of reprimand, humiliation or 

embarrassment. 

 

Staff: 

 It is essential that all staff receive eSafety training and understand their responsibilities, as outlined in 

this policy. Training will be offered as follows: 

• ESafety training will annually form part of ongoing internal training for all staff – for example 

through TES Develop.  

• All new staff should receive eSafety training as part of their induction programme, ensuring that 

they fully understand the school eSafety policy and Acceptable Use Agreement.  

• The Principal and Safeguarding Lead will receive regular updates through attendance at 

external training events (eg: from SWGfL / LA / other relevant organisations) and/or by 

reviewing guidance documents released by relevant organisations. 

• Staff will receive advice/guidance/training as required. 

• Ex-staff will be removed from email and One Drive on a termly basis. 

 

Parents/carers: 

Many parents and carers have only a limited understanding of eSafety risks and issues, yet they play an 

essential role in the education of their children and in the monitoring/regulation of their children’s 

online behaviours. Parents may underestimate how often children and young people come across 

potentially harmful and inappropriate material on the Internet and may be unsure about how to 

respond. 

The school will therefore seek to provide information and awareness to parents and carers through: 

• Emails, content on the Immanuel School web site 

• Parents’ evenings 

• Events/campaigns e.g. Safer Internet Day 

Parents are annually informed about our FAM procedures. 
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Technical- Equipment, Filtering and Monitoring 

The school will be responsible for ensuring that the school equipment/network is as safe and secure as 

is reasonably possible and that policies and procedures approved within this policy are implemented. A 

significant part of this is our FAM system. The school will also ensure that the relevant people named in 

the above sections will be effective in carrying out their eSafety responsibilities. Staff with specific roles 

with regard to FAM are listed in Appendix 6.  

• All users will have clearly defined access rights to school systems and devices.  

• All senior pupils will be given an email account for use when sending work/information to and 

from school. Personal email addresses must not be used for this purpose. Regular checks will be 

carried out to monitor the use of emails by all senior pupils by the Principal. 

• All users (at KS2 and above) will be provided with a username and secure password. Up to date 

records of users and their usernames will be stored by technical staff. Users are responsible for 

the security of their username and password and will be required to change their password 

when requested by the Leadership team. 

• Ben Cope (Safeguarding Lead) is responsible for ensuring that software licence logs are accurate 

and up to date and that regular checks are made to reconcile the number of licences purchased 

against the number of software installations. 

• Internet access is filtered for all computers accessed by pupils, except for those in room 7 

where it is not independently used by pupils. PCs in room 3, pupil laptops and any staff devices 

linked to the Hall and upper corridor WI-FI are both filtered & monitored by the Smoothwall 

FAM system. 

• The Principal and/or Safeguarding Lead will be informed if there is a report of any 

actual/potential technical incident/security breach. 

• Daily alerts are generated for the Principal, Safeguarding Lead and technical staff, which are 

then handled accordingly – including no action, disciplinary or safeguarding measures. 

Responses to alerts will be within 24 hours (or Monday if generated over the weekend).  

• Staff may not download executable files or install programmes on school devices without 

express permission granted by the Principal or member of the Leadership Team.  

• An annual FAM audit and risk assessment will be carried out by the Safeguarding Lead, in 

conjunction with the principal, Management Team and technical staff, which will be agreed by 

the trustees. 

• A full list of roles and responsibilities is stored in the FAM/ eSafety folder, in the Principal’s 

office. 
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Cyber Security and Artificial Intelligence (A.I) 

Immanuel recognises that technology is developing exponentially, but commits to remaining as up to 

date as is reasonably possible. Technical staff will undergo annual training and disseminate information 

to all staff, as appropriate. Ben Cope (Vice Principal & DSL) attended the ISA onscreen workshop 

mentioned above, in March 2025 and disseminated this for staff, in September 2025. All staff then 

completed the TES Develop module about A.I and Safeguarding (mentioned above), in December 2025. 

 

Immanuel adheres to Cyber Security standards for Schools and Colleges published by the DfE, which 

are referred to in KCSIE 2025 and are a key factor in our approach to eSafety. 

 

Further detail about Cyber Security is in the Immanuel Cyber Security Plan, which is reviewed annually. 

 

As stated in their AUAs, pupils are prohibited from using A.I unless given specific permission to do so 

and staff need to remain vigilant in this area. 

 

 

What is Artificial Intelligence (A.I)? 

A.I is technology that focuses on creating systems capable of performing tasks that usually require 

human intelligence. These tasks could include understanding language, recognising patterns, solving 

problems and making decisions. A.I can range from simple rule-based systems to complex algorithms 

that learn and adapt over time. A.I is an umbrella term that covers many different applications. 

 

• Narrow A.I – designed and trained to perform specific tasks – eg: facial recognition and Internet 

searches. 

• Deep Learning – involved artificial neural networks that can analyse various data types and 

learn complex patterns eg: image recognition, spam filters and chatbots )virtual assistants – 

such as ChatGPT, Siri and Alexa). 

• Generative A.I (GenAI) are deep learning models that can create complex original content in 

response to a user’s prompt eg: long-form text, realistic audio and video. 
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Ongoing advances in this technology have meant an increase in accessibility to us all. A recent report 

by Ofcom found that 79% of teenagers and 40%  of 7-12 year olds in the UK have used ChatGPT, 

Snapchat My A.I, Midjourney or DALL-E.   

 

Therefore, A.I provides huge opportunities for staff and pupils at Immanuel, but also massive 

challenges, which may well impact the safeguarding of our pupils. Examples of these are below. 

 

Potential Opportunities and Benefits 

A.I driven educational tools can promote cognitive development by encouraging critical thinking, 

problem solving and decision-making skills. Interactive and adaptive learning experiences can help 

pupils develop higher order thinking skills, such as employing computational thinking approaches when 

constructing and tweaking effective prompts.  

 

A.I can support social and emotional learning by providing feedback on social interactions in a virtual 

environment. For example, A.I driven games and apps can help children practise empathy, understand 

emotions and improve social skills. These activities are designed to adjust to learners’ needs. 

 

A.I applications that use natural language processing can also help children develop language skills. A.I 

powered apps can provide personalised feedback on pronunciation and grammar, helping improve 

language proficiency. They can also effectively support an immersive approach to learning modern 

foreign languages. 

 

Other benefits include personalised learning, improved engagement, opportunities for creativity and 

innovation and support for children with special educational needs. 

 

Potential Educational Issues, Safeguarding Risks and Warning signs 

 

Immanuel recognises that: 

• It’s important that we always ‘remain the human in the loop’ and ask ‘why’ we are using A.I 

tools before using them.  

• That it is important to consider whether A.I is ‘behind’ us, ‘alongside’ us or ‘in front of’ us as 

staff. If ever it is the latter, this would go against our vision and mission at Immanuel, as it is 
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essentially removing the ‘human in the loop’, therefore hindering our ability to disciple our 

pupils and teach effectively from a Christian perspective. 

• That, as well as issues highlighted below, over reliance and usage of A.I tools may result in 

(among other things) a loss of creativity and ability to produce original work in our pupils, as 

well as a reduction in neural connections. 

 

Therefore, although powerful, engaging and incredibly helpful, it is crucial that A.I – particularly 

Generative A.I, is used wisely. 

 

Potential Risks 

Misinformation and Deepfakes 

• A.I can create realistic but fake content (images, altered messages) 

• This can result in bullying, reputational harm and safeguarding referrals 

• A need for all to be able to identify A.I generated content 

 

A.I and Grooming Risks 

• Chatbots can simulate child-like conversations to build trust 

• Predators can deceive young people (and staff) 

 

Bias, Discrimination & Harmful Content 

• A.I may reinforce harmful biases (racist, sexist, extremist content) 

• Pupils can be exposed to discriminatory or inappropriate content 

• Immanuel’s FAM system is properly configured and monitored 

 

Data Privacy & GDPR Compliance 

• A.I tools collect and process pupils’ data – who controls it? 

• Risk of data breaches and third party data access 

• Need to ensure Data protection Impact Assessments (DPIAs) before using A.I tools. 

 

A.I Assisted Bullying & Exploitation 

• A.I can generate harmful content – eg: fake bullying messages and manipulated images 

• Leads to increased cyberbullying and reputational damage 
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• Pupils need educating on responsible A.I use and digital resilience 

 

Profiling 

• A.I algorithms can create detailed profiles of children based on their online activities and 

behaviour 

• This can lead to targeted advertising and our pupils’ behaviour and perspectives being 

negatively influenced 

 

 

Potential Warning Signs 

Immanuel recognises the following as potential warning signs: 

 

Behavioural Indicators: 

• Pupils show sudden secretiveness about digital device usage 

• Unexplained increase in a pupil’s digital confidence or capabilities 

• Unexplained increase in a pupil’s overall performance in homework tasks 

• Pupils reference ‘helping tools’ or uses euphemisms for A.I assistants 

• Reluctance to discuss or show the process behind creating work 

 

Concerning Incidents 

• Reports of impersonation online that seem unusually sophisticated 

• Messages or content claimed to be from a staff member but with subtle inconsistencies 

• Staff/ pupils receive personalised harassment that appears to know specific details about them 

• Appearance of fabricated but convincing ‘evidence’ of events that didn’t occur 

• Reports of voice messages that sound like someone staff/ pupils know, but saying unusual 

things 

 

Technical Warning Signs 

• Unusual payment transactions for digital services 

• Applications or extensions installed that mention content generation or enhancement 

• Evidence of bypassing school monitoring systems in sophisticated ways 

• Multiple accounts or identities being managed across platforms 
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Disclosure Red Flags 

• Pupils report being asked for voice samples or multiple photos by online contacts 

• Pupils mention being asked to interact with an ‘assistant’ or ‘helper’ online 

• References to having or creating ‘fake’ versions of real people 

• Discussions about avoiding detection or ‘staying under the radar’ 

• Reports of being threatened with A.I manipulated imagery 

 

 

Documentation Guidance 

The following are suggested actions when anything above occurs: 

 

• Record exactly which A.I tool was reportedly used, if known 

• Save original digital evidence wherever possible before it can be deleted 

• Note the distinction between A.I generated and human-created harmful content 

• Document any patterns of escalation in technological sophistication 

• Record impact on the child beyond the immediate incident – following safeguarding procedures 

 

 

 

 

 

 

SOME USEFUL CONTACTS & DOCUMENTS 

• DfE: Teaching ESafety in Schools – updated January 2023 - 

https://www.gov.uk/government/publications/teaching-onlineSafety-in-schools 

• UKCIS eSafety in schools & colleges governing board 

https://www.gov.uk/government/publications/onlineSafety-in-schools-and-colleges-questions-

from-the-governing-board 

• CEOP (Child Exploitation and Online Protection Command) https://www.ceop.police.uk/Safety-

Centre/ 

• LGfL https://national.lgfl.net/home/about-us 

 

https://www.gov.uk/government/publications/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/online-safety-in-schools-and-colleges-questions-from-the-governing-board
https://www.gov.uk/government/publications/online-safety-in-schools-and-colleges-questions-from-the-governing-board
https://www.ceop.police.uk/Safety-Centre/
https://www.ceop.police.uk/Safety-Centre/
https://national.lgfl.net/home/about-us
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USE OF COMMUNICATION TECHNOLOGIES    

A wide range of rapidly developing communications technologies has the potential to enhance 

learning. The following table shows how Immanuel School currently considers the benefit of using 

these technologies for education outweighs their risks/disadvantages: 

 Staff Pupils 

Communication Technologies 
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Mobile phones may be brought to the school X    X    

Use of mobile phones in lessons    X    X  

Use of mobile phones in social time X   X     

Taking photos on mobile phones / cameras   X    X  

Use of other mobile devices e.g. tablets, gaming devices  X   X     

Use of personal email addresses in school / academy , or on 
school / academy network 

  X X     

Use of school email for personal emails X        

Use of messaging apps X   X     

Use of social media    X X     

Use of blogs X      X  

 

DEFINITION OF MISUSE 

Issues related to the misuse of the Internet and associated technologies will be considered and dealt 

with in line with the discipline, bullying and safeguarding policies. At Immanuel School, the following 

criteria apply for all Internet and technology users in relation to what is unacceptable use: 

X 

X 
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User Actions A
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Using school systems to run a private business    X  

Using systems, applications, websites or other mechanisms that bypass the filtering or 

other safeguards employed by the school / academy 
   X  

Infringing copyright    X  

Revealing or publicizing confidential or proprietary information (eg financial / personal 

information, databases, computer / network access codes and passwords) 
   X  

Creating or propagating computer viruses or other harmful files    X  

Unfair usage (downloading / uploading large files that hinders others in their use of 

the Internet) 
   X  

On-line gaming (educational)  X    

On-line gaming (non-educational)  X    

On-line gambling    X  

On-line shopping / commerce   x   

File sharing  X    

Use of social media    X   

Use of messaging apps   X   

Use of video broadcasting e.g. Youtube  X    

 

Users shall not visit Internet sites, make, post, download, upload, data transfer, communicate or pass 

on, material, remarks, proposals or comments that contain or relate to the following (Much of this is 

stipulated in KCSIE 2025): 

• Child sexual abuse images –The making, production or distribution of indecent images of 

children. Contrary to The Protection of Children Act 1978 
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• Grooming, incitement, arrangement or facilitation of sexual acts against children Contrary to 

the Sexual Offences Act 2003. 

• Possession of an extreme pornographic image (grossly offensive, disgusting or otherwise of an 

obscene character) Contrary to the Criminal Justice and Immigration Act 2008 

• Criminally racist material in UK – to stir up religious hatred (or hatred on the grounds of sexual 

orientation) - contrary to the Public Order Act 1986    

• Pornography 

• Promotion of any kind of discrimination 

• threatening behaviour, including promotion of physical violence or mental harm 

• Promotion of extremism or terrorism 

• Any other information which may be offensive to colleagues or breaches the integrity of the 

ethos of the school or brings the school into disrepute 

It is more likely that the school will need to deal with incidents that involve inappropriate rather than 

illegal misuse. Where these incidences occur, it is important that any incidents are dealt with as soon 

as possible in a proportionate manner, and that members of the school community are aware that 

incidents have been dealt with. It is intended that incidents of misuse will be dealt with in accordance 

with the school discipline policy and procedures. 
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APPENDIX 1 :  SUMMARY OF GUIDANCE WHEN HANDLING AN ESAFETY INCIDENT 

This flow chart can be used as guidance to help any member of staff in handling an incident. The Principal and 

DSL will be the point of contact. If there is any suspicion that the web site(s) concerned may contain child abuse 

images, or if there is any other suspected illegal activity, refer to the right hand side of the Flowchart (below) for 

responding to eSafety incidents and report immediately to the police.   

CEOP (Child Exploitation and Online Protection) 

LSCB (Local Safeguarding Children Board – now ‘Partners’) 
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APPENDIX 2 :  SUMMARY OF POSSIBLE SANCTIONS FOR PUPILS  

                      Pupils                                                                    Sanctions/actions 

Incidents:  

 
 

 

 
 

 

  

 

Deliberately accessing or trying to access material that could be considered 

illegal (see list in earlier section on unsuitable / inappropriate activities).  

X  

X  X  X  

X  X  X    X  

Unauthorised use of non-educational sites during lessons  X                  

Unauthorised use of mobile phone / digital camera / other mobile device  X        X  X        

Unauthorised use of social media / messaging apps / personal email  X        X  X        

Unauthorised downloading or uploading of files  X        X  X        

Allowing others to access school network by sharing username and passwords  X        X  X        

Attempting to access or accessing the school network, using another pupil’s 

account  
X        X  X        

Attempting to access or accessing the school network, using the account of a 

member of staff  
X       X  X      X  

Corrupting or destroying the data of other users  X       X  X      X  

Sending an email, text or message that is regarded as offensive, harassment or of 

a bullying nature  
X       X  X      X  

Continued infringements of the above, following previous warnings or sanctions  X       X  X      X  

Actions which could bring the school into disrepute or breach the integrity of the 

ethos of the school  
X       X  X      X  

Using proxy sites or other means to subvert the school’s filtering system  X       X  X      X  

Accidentally accessing offensive or pornographic material and failing to report the 

incident  

X       X  X        

Deliberately accessing or trying to access offensive or pornographic material  
X        X  X      X  

Receipt or transmission of material that infringes the copyright of another person 

or infringes the Data Protection Act  
X        X  X        
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APPENDIX 3 :  SUMMARY OF POSSIBLE SANCTIONS FOR STAFF 

                     Staff                                                                                            Sanctions/actions 

Incidents:  

 

For the purpose of this appendix, the column ‘Suspension’ has been 

left blank, although it may be the result of any disciplinary action 

taken in the final column. 

 

 

 

 

 

 

Deliberately accessing or trying to access material that could be considered illegal 

(see list in earlier section on unsuitable / inappropriate activities).  
 X X X  X 

Inappropriate personal use of the Internet / social media/ personal email   X  X  X 

Unauthorised downloading or uploading of files   X     

Allowing others to access school network by sharing username and passwords or 

attempting to access or accessing the school network, using another person’s account  
 X     

Careless use of personal data eg: holding or transferring data in an insecure manner   X  X   

Deliberate actions to breach data protection rules   X  X  X 

Corrupting or destroying the data of other users or causing deliberate damage to 

hardware or software  
 X  X  X 

Sending an email, text or message that is regarded as offensive, harassment or of a 

bullying nature  
 X    X 

Using personal email / social networking / instant messaging / text messaging to 

carrying out digital communications with pupils / pupils  
 X  X  X 

Actions which could compromise the staff member’s professional standing    X     

Actions which could bring the school into disrepute or breach the integrity of the 

ethos of the school  
 X    X 

Accidentally accessing offensive or pornographic material and failing to report the 

incident  
 X  X  X 

Deliberately accessing or trying to access offensive or pornographic material   X  X  X 

Breaching copyright or licensing regulations   X     

Continued infringements of the above, following previous warnings or sanctions   X    X 
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APPENDIX 4:  

Immanuel School online safety Acceptable Use Agreement – Staff 

The following guidelines are to be adhered to by all school staff in order to promote eSafety within the 

school. Some of the points refer to activities or technology uses that would be appropriate outside of a 

school setting. However, this document lays out the uses that we deem to be appropriate within a 

setting where children are co-users of technology.  

1. Use the internet and communications technologies wisely and in an appropriate manner 

2. Do not use computers which are accessible to students for personal use – emails, shopping, 

social networking sites etc. 

3. Do not download programmes onto a school computer without checking with the relevant 

member of leadership team. 

4. Ensure that all computer screens are easily visible when students are using the computers 

5. Report any personal online safety concerns to the Principal or Safeguarding Lead, as 

appropriate 

6. Know and reinforce online safety practices with the students wherever possible  

7. If you use Microsoft Teams, ensure that feedback and other communication between you and 

individual pupils is appropriate and necessary. Also, be aware that parents are encouraged to 

monitor teacher feedback given to their son(s) and daughter(s). 

8. Offer students advice and support in the classroom where minor eSafety issues have occurred 

9. Report more serious student online safety concerns to the Principal or Safeguarding Lead as 

appropriate, who will update the ICT Oversight Folder. 

10. Ensure that any private social networking sites/blogs etc that you create or actively contribute 

to are not confused with your professional role. 

11. Ensure any confidential data that you wish to transport from one location to another is 

protected by encryption and that you follow school data security protocols when using such 

data. 

12. Ensure all documents, data, etc. are saved, accessed and deleted in accordance with the 

school’s network and data security and confidentiality protocols. 

 

 

Signed:                                                                                         Date: 
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APPENDIX 5:  

Immanuel School online safety Acceptable Use Agreement – Pupils 

The following guidelines are to be followed at all times when using computers, laptops and other 

internet-related technology in school. This will enable students and staff to stay safe and protected. 

Failure to adhere to the following guidelines may result in removal of access to technology or 

alternative disciplinary measures. 

1. Hand in mobile phones to Form Tutors for the duration of the school day 

2. Pay careful attention to online safety advice 

3. Only use the computers/internet with staff permission and supervision 

4. Do not eat or drink around computers 

5. Only log on with your own personal password 

6. Do not share personal passwords with anyone 

7. Do not go on to unsuitable websites, or access chatrooms 

8. Internet and email history for all students will be checked regularly – do not delete your history 

9. Report any online safety concerns or incidents to staff immediately they occur 

10. Do not delete inappropriate messages or images from technology until a teacher has seen them 

11. Do not download any programs to your computer without permission 

12. If you have a personal USB at school, ensure it contains only information relevant to your 
school work 

13. All communication on Teams should be related to your school work. 

14. All email communication must be appropriate, within school context and only using school 
provided email accounts.  

15. Pupils will NOT access any form of social media or personal email accounts on school 
computers.  

16. Use of AI is prohibited, unless given specific permission to do so. 

17. Every September, sign and outwork your eSafety acceptable user agreement 

 

Print Name:              Signed:               Date: 
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APPENDIX 6 

eSafety Policy – Roles & Responsibilities 

 

Role Responsibility When 

Update eSafety policy BC Annually (April) 

Keep logs of reported e-incidents and 
alerts/ actions 
 

AA When alerts arise 

Monitor FAM system and deal with 
issues as alerts arise 
 

BC & SW receive alerts 
AA investigate and 
feedback 

By the end of the 
school day when 
the alert arises, or 
first thing the next 
day if the alert 
came too late in 
the day. 

Be familiar with eSafety Policy and 
Appendices – keeping copies in Staff 
Handbook or electronically. 

All 
(especially Principal & DSL – 
including AA and LM 

Annually 
(September) 

Undertake training to carry out 
eSafety roles and train/ facilitate the 
training of others 

AA – ongoing log of 
Smoothwall contact 
BC - Smoothwall 
ALL – TES/ EduCare 
modules 

Annually (and as 
appropriate) 

Include a summary and review of 
eSafety in the termly report to the 
Trustees/ Management. 
 

SW 
January, May, 
September (as 
Trustees meet) 

Monitor and report misuse of school 
email addresses to the Principal 

SW – kept in her folder and 
also BC’s eSafety folder 

Every 10 days 

Enforce discipline/ sanctions for e-
misconduct 

SW, Leadership Team – 
involving pupils, staff and 
parents as appropriate 

As required 
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Map and review the eSafety 
curriculum provision – ensuring 
relevance, breadth and progression.   
 

SW (with AA and LG) 
Annually (July or 
as required) 

Ensure a planned eSafety curriculum 
is provided as part of Computing and 
Focus lessons, as well as assemblies 
eg: safer Internet Day 
 

SW (with AA and LG) 
Annually (July or 
as required) 

Store up to date records of users and 
their usernames 

AA 
Annually (and as 
appropriate) 

Ensure the security of usernames and 
passwords and change these when 
requested by the Leadership team. 
 

All 
Annually (and as 
appropriate) 

Ensure software licence logs are 
accurate and up to date and that 
regular checks are made to reconcile 
the number of licences purchased 
against the number of software 
installations. 

 

AA (including BC as 
appropriate) 

Annually 

 


